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Agenda Full Stack Observability

Business Risk Observability

Introduction

Security is a Growing Concern
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Cisco’s
Strategic Pillars

Optimized Application Experiences

End-to-End Security

Internet for the Future

Secure, Agile Networks

Future of Work

Capabilities at the Edge
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Full Stack Observability
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30%
I N  T H E  L A S T  2  Y E A R S

Source: The App Attention Index 2022, AppDynamics.

A  L I F E L I N E  T O  N O R M A L I T Y

Digital
services
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Digital Transformation is accelerating

If you don’t keep up, 

you cease to exist

Sales
Scan & Go E-Commerce

Location

Chat

Personalization

AI
Associate

Marketing

POS

Consumer
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ONE SHOT 
to get it right
Less tolerance. More action.

Anticipate negative consequences 
for their business

96%

Consider it disrespectful to 
users for brands to offer a poor 

digital experience
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Infra Team
(Focused on stacks 

and workloads)

Application Team
(Focused on app topologies)

Security

Security Team
(Focused on breaches and 

vulnerability scans)

Network
Cloud

Database

Middleware

Logs

Infrastructure

Cloud

MEAN TIME 

TO INNOCENCE

Business Team
(Focused on revenue and 

conversions)

Network Team
(Focused on connectivity)
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The Modern Digital Services Problem

SaaS

SaaSSaaS

SaaS

SaaS

SERVICE
PROVIDERS

COLOCATION

CLOUD 
PROVIDERS

CAMPUS BRANCH DATA CENTER EDGE | IOT & OT
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The Modern Digital Services Problem

A P P L I C A T I O N

I N F R A S T R U C T U R E

N E T W O R K

S E C U R I T Y

U S E R  
E X P E R I E N C E

B U S I N E S S

SaaS

SaaSSaaS

SaaS

SaaS

SERVICE
PROVIDERS

COLOCATION

CLOUD 
PROVIDERS

CAMPUS BRANCH DATA CENTER EDGE | IOT & OT
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Full-Stack Visibility

A P P L I C A T I O N

I N F R A S T R U C T U R E

N E T W O R K

S E C U R I T Y

U S E R  E X P E R I E N C E

B U S I N E S SSaaS

SaaSSaaS

SaaS

SaaS

SERVICE
PROVIDERS

COLOCATION

CLOUD 
PROVIDERS

CAMPUS BRANCH DATA CENTER EDGE | IOT & OT
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Prioritize issues with business context

Full-Stack actions for the business

Visibility
Observable & Optimizable 

Technology Stack

Cross domain 

data correlation

Insights
Application and Business 

Insights Across Stack

End-to-end correlation & 

dependencies 

Shared common context of

performance issues

Prioritize issues with business

and experience impact

Transactions, 

Incidents, 

KPIs

Actions

Prioritized Remediations & 

Optimizations Across Stack

Application to infrastructure 

performance

Cost and workload 

optimizations

Application security detection 

& policy enforcement

Full-Stack Observability with Business context

A P P L I C A T I O N

I N F R A S T R U C T U R E

N E T W O R K

S E C U R I T Y

U S E R  E X P E R I E N C E

B U S I N E S S



Make better decisions from 

code-level to C-suite

Connect IT teams to business 

results

Proactively diagnose 

performance issues before 

impact

Manage hybrid estates with 

technology mix, with ease

Example
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Security is a Growing Concern
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800%
Increase in Nation-State 

initiated Cyber attacks

Since start of Russia-

Ukraine War

The Register, Cyberattack Escalation, 

March 2022

$6 Trillion
Global Impact of 

Cybercrime

Cost siphoned from 

beneficial investment to 

combat Cybercrime

Source: Herjavec Group 2021 Estimate

The stakes are different for security
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Customer pain is real and similar to ITOps 

problems

Average cost to contain 
a breach with 38% of this 
cost from lost business

“Cost of a Data Breach Report  2021,” 
Ponemon Institute, 
https://www.ponemon.org/

287 days$9.05M
Cost to Contain a 

Breach in the US

Average time to identify 

and contain a data 

breach

“Cost of a Data Breach Report  2021,” 

Ponemon Institute, 

https://www.ponemon.org/

>200 Days to detect 

breach occurred!

60%

Breaches with data 

exfiltrated in the first 

24-hours

Source: Cisco Security, 2020
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Worsening trends confirm a capability 

struggle

1,862

2021 Cyber 

security 

breaches

Increase in 

reported 

breaches from 

2020 to 2021

68%1,108

2020 Cyber 

security 

breaches

Source: CNET Data Breach 2021 Report, Jan. 

2022
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“I uncover security bugs as 

soon as I can, but dev can’t 

fix them all, so I try to pick 

what matters most.”

AppSec

“Aurora”

“I need visibility and control 

everywhere to protect our 

business, which leads to 

alert avalanches.”

SecOps

“Zane”

“I want to help secure our 

apps, but not at the expense 

user experience or 

availability.”

ITOps

“Allison”

Team Personas
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Team Personas

Cisco Secure Application
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Without both teams joining 
the fight, issues like the log4j 

JNDI vulnerability can’t be 
protected against in a timely 

fashion

Business can’t afford 

App and Sec silos 
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Business can’t afford 

App and Sec silos 

App RuntimeRASPWAFFW

Block suspicious 

network traffic

Cisco Secure Application

Block suspicious 

HTTP requests

Block suspicious 

code behavior
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Detect 

Attacks

Block 

Attacks

Detect 

Vulnerabilities

Common Vulnerabilities and 

Exceptions with Code Level 

correlation

Spot CVE correlated 

runtime exploits and Zero 

Day attacks (like Log4j)

Policy level blocking that 

stops bad actors… even if 

vulnerabilities exist

Security insights provided with Application and Business context

Secure Application Use Cases at Runtime
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Business Risk Observability
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Common Vulnerabilities and Exposures 
(CVE)

Program identifies, defines, and catalogs 
publicly disclosed Cybersecurity 
Vulnerabilities

Vulnerability Management

Severity Base Score Range

Low 0.1-3.9

Medium 4.0-6.9

High 7.0-8.9

Critical 9.0-10.0

Common Vulnerability Scoring System (CVSS)

• Consistent assessment across industry

• Static scoring without manual adjustments

• Does not measure risk—measures technical severity 

• Not a predictor of exploitation
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Cisco Security 

Integrations

Cisco Talos
Identify bad actors interacting with 
your applications and detailed threat 
insights

Cisco Kenna
Calculate likelihood and severity of 
attacks with Kenna’s risk-based 
vulnerability management feed

Cisco Panoptica
Make optimal and compliant API 
selections utilizing API analysis and 
scoring

Threat intelligence context 

provides instant insight
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Determine likelihood 

of exploit

Native backend integration maps 
Kenna scores to discovered vulns

Identify incorrect remediation 
prioritization 

Combine findings into vuln and 
threat context for business risk 
scores

Use data science to identify 
real vulnerability risk
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API Security 

Insights

Automatically detect when 
services rely on 3rd-party APIs

Combine findings into application 
context for business risk scoring

Identify risk introduced by 3rd-
party APIs
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Risk scoring with 

business context
Align teams and react fast with 

automated prioritization

Business Transaction Mapping

Integrated Threat Intelligence

Business Risk Scoring

Business Impact

Kenna Vulnerability 

Intelligence

Runtime behavior Talos Threat 

Intelligence 

Panoptica - 3rdparty 

Vulnerabilities 

New Capabilities




