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Talos powers 
the Cisco portfolio 
with comprehensive 
intelligence
Every customer environment, 
every event, every single day, 
all around the world 
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The age of AI

Bad things are done by bad people



-

AI

Is just an application.

For now.

Illegitimate use

Legitimate Use

AI itself

Threat
Angles
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Legit Use
Good people trying to do good things

Unintentional Disclosure of Information

Due to their complex and opaque decision-making processes, the lack of 
“transparency” (or understanding) can make it difficult to detect when an AI 
system has been compromised or is operating under adversarial influence.

Kennedy Mays has tricked a large language model. It took some coaxing, but she 
managed to convince an algorithm to say 9 + 10 = 21.

@ DEF CON hacking conference in Las Vegas

Hallucinations ->
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Illegit use
Bad guys can sharpen their saw.

conduct attacks with more convincing fake messages or content

Deepfakes for voice and video impersonation

Do improved social engineering for targeted attacks

....... have seen better spam/scam emails/websites,

some AI (automated, interesting) XSS/SQLi tools,

  

but not the “artificial creativity” you need for exploit code.......

https://youtu.be/5rlyL_qXN8U

https://youtu.be/5rlyL_qXN8U
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https://www.securityhero.io/state-of-deepfakes/assets/pdf/state-of-deepfake-infographic-2023.pdf

https://www.securityhero.io/state-of-deepfakes/assets/pdf/state-of-deepfake-infographic-2023.pdf
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AI itself
It’s just an application ArtPrompt: ASCII Art-

based Jailbreak Attacks 
against Aligned LLMs

https://arxiv.org/html/
2402.11753v2

And therefore, an attack surface

It will have vulnerabilities – “Prompt jailbreaks”

manipulating training data to skew AI decisions

tricking AI models into making incorrect predictions or classifications

stealing an AI model's proprietary architecture and data

https://arxiv.org/html/2402.11753v2
https://arxiv.org/html/2402.11753v2
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Unmatched 
visibility across 

the threat 
landscape

~2,000 new samples/minute

~2,000 domains blocked/second

~9M emails blocked/hour

800B security events/day
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Product telemetry

Talos IR engagements

Vulnerability research

Intelligence partnerships  

Cutting-edge threat research

Intelligence Collection
Primary and secondary sources of threat intel 200+

Vulnerabilities discovered 
per year

60+ 
Government and law 
enforcement partnerships 

45k
critical infrastructure 
endpoints monitored 
in Ukraine

Honeypots and spam traps
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Deep analysis from 
machines to humans
Finding the needle in the needle stack

Machine Learning 
Engineers 

Malware Reverse 
Engineers 

Deep and dark 
web Analysis

46+ Languages

Dedicated Email, 
Web/DNS & Endpoint 
Threat Research

Security 
research and

malware analysis

New, novel, 
noteworthy 

threats

Machine 
learning 

and automation
Known 

and common 
threats

Customer protections

1

2

3

4

5
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Threat Actors
Motivations across the spectrum

Financially motivated

Access to 
valuable data

Ransom -> Extortion

Gain intelligence

Nuclear, Fin or Tech

Strategic Sabotage
Critical Infrastructure

Disruption

Spread message

Hackers, Terrorists
Anti-Capitalism
Anti-Corporate

Inspired by political 
and/or social issues

Fame and glory

Experiments, 
learning

(don’t aim to cause 
damage)

Some become trolls - 
misinformation

By Intent

Disgruntled 
employee

Unfair treatment
Different “goals”

By accident

Nation StateCyber Criminal Ideologues Thrill Seekers Insiders
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Royal/Blacksuit

Alphv

8base Cl0p

Trigona

Rhysida Akira

Ransomware leak site posts 2023-2024
We have identified a landscape dominated by multiple ransomware groups, 
each contributing differently to the collective threat environment:

LockBit

BlackBasta

Play

Medusa

Cactus

Hunters International

BianLian
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LockBit update
Lockbit, the reigning ransomware as a service (RaaS) program,
 was twice disrupted by law enforcement in the first half of 2024

https://blog.talosintelligence.com/ransomware-affiliate-model/

https://blog.talosintelligence.com/ransomware-affiliate-model/
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Takedowns are not 
pointless.

We learn a lot.

June 5, 2024

FBI appr 7k keys
https://www.ic3.gov/

Tools

https://www.nomoreransom.org/en/decryption-tools.html

https://www.ic3.gov/
https://www.nomoreransom.org/en/decryption-tools.html
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Fachkräftemangel („Zeitarbeit“)

Affiliate RaaS “Dev”Initial Access Broker
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IaaS

DDoSaaS

RaaS

PhaaS

SPaaS

C2aaS BaaS

XaaS
Low barrier for entry as almost anything can be bought as a Service

CjaaS
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Darkweb ? Yesterday.
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About LOL.*

LOLBAS

GTFO Bins

LOLCerts

LOTS
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APT41

likely compromised Taiwanese 
government-affiliated research 
institute with ShadowPad and 
Cobalt Strike

Cisco Talos detected abnormal 
PowerShell commands connecting to an 
IP address to download and execute 
PowerShell scripts

The ShadowPad malware used in the 
current campaign exploited an outdated 
vulnerable version of Microsoft Office 
IME binary as a loader to load the 
customized second-stage loader for 
launching the payload.

The malicious actor leverages 
Bitdefender where it uses an eleven year 
old executable to sideload the DLL-based 
ShadowPad loader.

https://blog.talosintelligence.com/chinese-hacking-group-apt41-compromised-taiwanese-government-affiliated-research-institute-with-shadowpad-and-cobaltstrike-2/

https://blog.talosintelligence.com/chinese-hacking-group-apt41-compromised-taiwanese-government-affiliated-research-institute-with-shadowpad-and-cobaltstrike-2/
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APT15 ?

APT31 ?
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TOR /
Anonymizers /

Edge
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How do 
I get Talos?

In our products

Free Customer Intel Programs

Talos Incident Response
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Quarterly Trends

https://blog.talosintelligence.com/cat
egory/ctir-trends/

https://blog.talosintelligence.com/category/ctir-trends/
https://blog.talosintelligence.com/category/ctir-trends/
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“Takeaways”
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Top initial access vectors
According to Talos Incident Response data

Update/Patch your software

Establish Logging / Analytics 
Architecture

MFA, Password Hygiene, User 
Awareness
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Stay Connected and Up To Date
Spreading security news, updates, and 
other information to the public.

Talos publicly shares security information through 
numerous channels to help make the internet 
safer for everyone.

ThreatSource Newsletter
cs.co/TalosUpdate

Social Media Posts
X: @talossecurity

White papers, articles & other information 
talosintelligence.com

Talos Blog
blog.talosintelligence.com

Videos
cs.co/talostube

Beers with Talos & Talos Takes
talosintelligence.com/podcasts
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blog.talosintelligence.com @talossecurityblog.talosintelligence.com @talossecurity
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