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CLIENT-SIDE ATTACKS DDOS ATTACKS
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THE FOUNDATIONS OF
APP-CENTERED SECURITY
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Visibility into the cloud...
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Visibility into encryption...
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CONTEXT

You need to understand
an application’s normal
and expected behavior
SO you can recognize
abnormal conditions.

BROWSER

OPERATING
SYSTEM

DEVICE
TYPE
& INTEGRITY

AUTHEN-
TICATION

APP =3
IMPORTANCE (Il
AND RISK

APP TYPE / (IR
VERSION

APP E 1
LOCATION ©

NETWORK @
INTEGRITY @
NETWORK
QUALITY &
AVAILABILITY

CONNECTION
INTEGRITY




3l

CONTROL

You need to assess
risk and make informed
decisions about what
kind of security controls
to apply to protect your
apps and data.
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CONTROL

You need to assess
risk and make informed
decisions about what
kind of security controls
to apply to protect your
apps and data.

AN APPLICATION-CENTERED
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CONTROL

You need to assess
risk and make informed
decisions about what
kind of security controls
to apply to protect your
apps and data.
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|Labs Threats CISOto CISO About

APPLICATION THREAT
INTELLIGENCE

FIVE REASONS CISOS SHOULD KEEP AN OPEN
MDD £ T CRYETGOURR ENCIES

need to know the ins and outs, pros and cons.

Read more

PROFILE OF A HACKER: THE REAL
SABU, PART 2 OF 2

Read more

FIVE REASONS THE CISO IS A
CRYPTOCURRENCY SKEPTIC—
STARTING WITH BITCOIN

PHISHING FOR INFORMATION,
PART 4: BEWARE OF DATA
LEAKING OUT OF YOUR
EQUIPMENT

Read more

‘Labs Threats CISOto CISO About

ABOUT F5 LABS

F5 Labs mission

We process global application threat data from F5 and our partners into actionable intelligence. We analyze and share
the Who, What, When, Why, How, and What's Next of cyber attacks to benefit the security community.

WHO
Malicious hackers, hacker groups,
nation states, regions

WHAT'S NEXT | 1091 what

DDoS attacks, web application

Threat findings and predictions
for the future exploits, malware, phishing, spamming

WHY T WHEN
Financial gain, espionage, notoriety, Continual or seasonal attacks, spikes
cyber warfare < during specific days/times

Zero-day explots, unpatched
vulnerabilities, social engineering

Meet the teams

To process raw application data into actionable threat intelligence, multiple F5 security teams contribute their insights




QLIENTA »

P

APPLICATION PROTECTION

APP INFRASTRUCTURE ADVANCED WEB APPLICATION FIREWALL
ANTI- TLS/ DNS BOT CREDENTIAL | | WEB ACCESS WAEF
SSL DEFENSE PROTECTION | | MANAGEMENT
DDoS
L J
ANTI-DDoS ANTI-DDoS
L 2
ACCESS
Nang IDENTITY
L 2
IAM
DDoS Hybrid ” SSL “ Advanced Access
Defender Orchestrator WAF Management
[ Silverline | [ Silverline |

-




CONTAINER
ENVIRONMENTS

PUBLIC CLOUD PRIVATE CLOUD

CONTAINER

™\
AWS, AZURE, ) RICRESSISERNICES ] CISCO ACI &
GOOGLE CLOUD » 0 ‘ VMWARE NSX
FORMATION \ <)l INTEGRATIONS
TEMPLATES ) £a)
- d
) C EI) Ir—=\|
FEDERATED ! APPLICATION T
IDENTITY \

) SERVICES 3 EXT

CO-LOCATION

APPLICATION PROTECTION
ff‘ Au r ] r ;w. ap!
5 | oo e
] > > (oo

SecOps NetOps DevOps




VISIBILITY CONTEXT CONTROL

& W

THINK APP SECURITY FIRST

E 83
@ B KQ)

APPLICATION APPLICATION MULTI-CLOUD APP
THREAT INTELLIGENCE PROTECTION POLICY DEPLOYMENT



S

THINK APP SECURITY FIRST



