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VMware NSX-T Data Center: Troubleshooting and Operations 
(NSXTDCTO)

ID NSXTDCTO   Price 3,750.— €  (excl. tax)   Duration 5 days

This Advanced course is delivered directly by VMware.

Course Overview

This five-day, hands-on training course provides you with the
advanced knowledge, skills, and tools to achieve competency in
operating and troubleshooting the VMware NSX-T Data Center
environment. In this course, you are introduced to workflows of
various networking and security constructs along with several
operational and troubleshooting tools that help managing and
troubleshooting your NSX-T Data Center. In addition, you are
presented with various types of technical problems, which you will
identify, analyze, and solve through a systematic process.

Product Alignment

NSX-T Data Center 2.4

Who should attend

Experienced system administrators or network
administrators
Network and Security professionals who work with
enterprise and data center networks

Prerequisites

Before taking this course, you should have completed the VMware
NSX-T Data Center: Install, Configure, Manage (NSXTDCICM)
[V2.4] course.

You should also have the following understanding or knowledge:

Good understanding of TCP/IP services and protocols
Knowledge and working experience of computer
networking, including:

Switching and routing technologies (L2-L3)
Network and application delivery services (L4-L7)

Knowledge and working experience of VMware vSphere®

environments and KVM-based environments

The VMware Certified Professional – Network Virtualization (2019)
certification is recommended.

Course Objectives

By the end of the course, you should be able to meet the following
objectives:

Establish and apply a structured troubleshooting approach
and methodology
Explain the NSX-T Data Center infrastructure components
and the communications between them
Identify, analyze, and troubleshoot problems related to the
NSX-T Data Center management, control, and data planes
Identify, analyze, and troubleshoot problems related to the
NSX-T Data Center installation and upgrade
Identify, analyze, and troubleshoot problems related to the
NSX-T Data Center logical switching, logical routing, and
load balancer services
Identify, analyze, and troubleshoot network security
problems related to the NSX-T Data Center Distributed
firewall and Gateway firewall.
Identify the components and packet flows involved in the
NSX-T Data Center Datapath and troubleshoot various
problems that could occur in the Datapath
List the native tools available in NSX-T Data Center to
identify and troubleshoot the problems related to NSX-T
Data Center environment.

Course Content

Course Introduction

Introductions and course logistics
Overview of modules and course objectives

Troubleshooting Methodology

Recap of NSX-T Data Center architecture and components
Develop a structured troubleshooting approach
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Differentiate between symptoms and root causes
Identify and isolate problems residing in various areas
Apply an appropriate methodology and procedure to
troubleshooting

NSX Management Cluster

Describe NSX Management Cluster
Identify the workflows involved in NSX Management
Cluster formation
Identify, analyze, and troubleshoot the workflows and
problems involved in NSX Manger and Control Cluster
group formations
Review the log events for NSX Management Cluster
Validate and troubleshoot the NSX Management Cluster
formation
Identify the agents running on the NSX-T Data Center and
validate the connection status

Installation and Upgrade

Validate Manager Nodes Deployment Workflow and
Troubleshooting
Review Compute Manager (VMware vCenter®)
Registration workflow and Troubleshooting
Explain Host Preparation workflows for VMware ESXi and
KVM (VIB/Package installation)
Explain Transport Node Preparation workflows for ESXi
and KVM
Understand Upgrade Coordinator Architecture
List upgrade Checklist and Workflows
Review the upgrade process for NSX-T Data Center
Environment
Review the troubleshooting methodology involved

Logical Switching

Understand the deep-dive architecture for Logical
Switching
List the modules and processes involved
Explain the importance of N-VDS in Transport Nodes
Review and troubleshoot the working of GENEVE
encapsulation
Review the advanced architecture and workflows involved
with OVS
Explain the advanced workflows and troubleshooting
methodologies involved in Logical Switching

Logical Routing and Services

Review the deep-dive architecture for Logical Routing and
Edge nodes
Explain the advanced workflows involved with Tier-0 and
Tier-1 Gateways.

Explain the HA modes and logical router placements.
Review and validate various logging methods and logging
locations for Logical Routing
Identify common issues and troubleshooting methodologies
involved for Logical Routing
Identify, validate, and review common issues and
troubleshooting techniques involved for NSX-T Load
Balancers

Security

Review the deep-dive architecture for Distributed Firewall
Explain the advanced workflows involved with Distributed
Firewall
Review the deep-dive architecture for Gateway Firewall
Explain the advanced workflows involved with Gateway
Firewall
Identify common issues and troubleshooting methodologies
involved for Distributed and Gateway Firewalls

Operations and Tools

Review and perform the backup and restore of the NSX-T
Data Center environment
Explain and validate the native troubleshooting tools
(dashboards, traceflow, port connection tool, port mirroring)
involved for troubleshooting the NSX-T Data Center
environment
Configure the syslog, IPFIX, and log collections for NSX-T
Data Center Environment
Explain and validate the certificate management options
Validate and review several APIs available for most
common configurations involved in NSX-T Data Center

Datapath Troubleshooting

Describe the components involved in the NSX-T Data
Center Datapath
Verify and validate the path of the packet on the NSX-T
Datapath
Identify and perform packet captures at various points in
Datapath
Use nsxcli to retrieve several configurations involved in
NSX-T Datapath

Break-Fix Scenarios

Identify and isolate NSX-T Data Center related problems
available in the SDDC based hands-on lab environment
Use CLI commands to verify the component configuration
and status of several Datapath components in NSX-T Data
Center
Apply an appropriate methodology and procedure to
troubleshooting and fix the problems in the lab environment
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About Fast Lane 
Fast Lane is a global, award-winning specialist in technology and business 
training as well as consulting services for digital transformation. As the only 
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions 
and professional services that can be scaled as needed. More than 4,000 
experienced Fast Lane professionals train and advise customers in organizations 
of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cyber security, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.

Worldwide Presence
with high-end training centers 

around the globe

Multiple Awards 
from vendors such as AWS, 

Microsoft, Cisco, Google, NetApp, 
VMware

Experienced SMEs
with over 19.000 combined 

certifications

Germany
Fast Lane Institute for Knowledge 
Transfer GmbH 
Tel. +49 40 25334610
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Austria
ITLS GmbH 
(Partner of Fast Lane)
Tel. +43 1 6000 8800

info@itls.at / www.itls.at

Switzerland
Fast Lane Institute for Knowledge 
Transfer (Switzerland) AG 
Tel. +41 44 8325080
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Fast Lane Services
3 High End Technology Training
3 Business & Soft Skill Training
3 Consulting Services
3 Managed Training Services
3 Digital Learning Solutions
3 Content Development
3 Remote Labs
3 Talent Programs
3 Event Management Services

Training Methods
3 Classroom Training
3 Instructor-Led Online Training
3 FLEX Classroom – Classroom & 
    Online Hybrid
3 Onsite & Customized Training
3 E-Learning
3 Blended & Hybrid Learning
3 Mobile Learning

Technologies & Solutions
3 Digital Transformation
3 Artificial Intelligence
3 Cloud
3 Networking
3 Cyber Security
3 Wireless & Mobility
3 Modern Workplace
3 Data Center 

AUTHORIZED
Training Provider

Platinum Learning Partner
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